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PROTECT YOUR
BUSINESS

Guard Your Customers’ Information

Identity thieves are targeting businesses from large companies to
small stores seeking to steal customers’ and employees’ personal
information. Here are some tips to help your business keep this
information out of the hands of identity thieves.

COLLECTION OF PERSONAL INFORMATION

Avoid asking your customers for private information, unless no other
option is available.

Stop using Social Security Numbers or driver's license numbers as
account numbers.

Don't collect SSNs on job applications until selecting the applicant.
Once you've selected a prospective new employee, consider
conducting criminal and civil background checks, particularly if the
employee will have access to sensitive information.

Pick passwords and usernames that don't include personal
information.

Avoid asking customers to provide you with necessary personal
information in front of other customers or where the information could
be seen or overheard.

Turn computer screens away from public view.

PROTECT PERSONAL INFORMATION

Limit customers and vendors to designated public areas.
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APPENDIX 6. Summary of State and County Agencies
Presentations to the Hawai‘i ID Theft Task Force

In addition to the agencies in the table below, the Task Force heard presentations from the
following agencies and organizations: State Judiciary; Department of Accounting and General
Services, Information and Communications Services Division (ICSD); the Attorney General's
Office; Symantec, Inc.; Hawaiian Electric Industries; and the Consumer Data Industry
Association.

Personal information is defined as: An individual's first name or first initial and last name in
combination with any one or more of the following data elements, when either the name or data
elements are not encrypted: a. social security number; b. driver’s license number or Hawai'i
identification card number; or c. account number, credit or debit card number, access code, or
password that would permit access to an individual’s financial account (including credit cards
issued to employees for agency purchase purposes).
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1. Kinds of

Personnel records, business

54 types of records for

Personnel records, driver

personal records (procurement, tax, employees and voter training (employees), vendor

information licensing, service applications, registration information records, liquor license, workers

collected and | liquor control), taxpayer records comp, police personnel, police

stored (drivers license, vehicle firearm system, police ID
registration, real property system, juvenile justice
information tax records, information, prosecuting
applications for service, police attorney case tracking system,
records, housing and human drivers licensing, voter
services applications for aid and registration, subpoena system,
services, refuse collection, police special duty system.
application for water service

2. Number of | DMV — over 1 million 100,000-500,000 records Millions of records.

records Real property tax — over 500,000

containing Accounts — over 1 million

personal Procurement — over 100,000

information Police — over 1 million

Liguor control — less than 1,000
Prosecuting attorney — 100,000
Water dept. — over 50,000
Housing & Human concerns —
over 25,000

Personnel — over 500,000
Public works — over 10,000

3. Is personal

Available to law enforcement,

Yes, to government and non-

Employee Retirement System,

information judiciary, state agencies, and government agencies. Employer-Union Trust Fund,
made federal agencies deferred compensation, union
available to dues

third parties?

4. What No countywide policies or Policies are being updated. DHRD policies on disclosure,
policies and guidelines; departments have Internet and email policies. protection of paper records,
practices internal operating guidelines; IT breach notification, disposal,
related to security policy applies and training.

internal and countywide; departments Since Nov. 2004, SSNs have
external practice redaction of records not been used as employee ID
access and numbers.

security of
the
information?

Internet policy deals with
network security.

5. Is there
one overall
manager
responsible
for access
and security
within the
agency or is
responsibility
dispersed?

IT security countywide is under
one dept.; departments
responsible for records on
systems not on county platforms

County Clerk, County Clerk’s
designee, Departmental
Personnel Clerk, Information
Security Officer

Different agencies are
responsible for electronic and
paper records
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6. Has there
been any
unauthorized
access to
personal
information
over the past
several
years?

None reported

No known unauthorized access.

7. What
training on
confidentiality
and handling
of personal
information is
provided to
staff?

No countywide training program;
some departments provide
individual training

Individualized training by
departmental personnel clerk.
Departmental, ethics, and UIPA
workshops. Mandatory
information security training
program being developed.

8. What is
the agency’s
most critical

Update record retention policy,
more resources dedicated to IT
security; more funding for

Update formal policies and
procedures, ensure compliance
with statutory requirements,

need to security and consultants; more formal ongoing mandatory staff
assure staff and resources training

security of

personal

information?

9. What Departments are currently Information security and privacy

steps has the
agency taken
to comply
with HRS Ch.
487, 487N,
and 487R?

assessing; payroll system being
modified to prevent display of
SSN, tax records redacted
before distribution,
correspondence redacted for
SSN

plan to comply with the
requirements of Ch. 487J and
487R have been drafted and
should be finalized in the next
six months.

10. Are there
any physical
or electronic
based
solutions in
place to
protect
personal
information?

Locked areas, locked offsite
storage, guidelines exist for
utilizing stored information; IT
security limits access on the
county system

Office keys issued and
acknowledged, “locked”
computers, locks for desks and
filing cabinets. Internet and
email policy, computer access,
levels of approved access,
logins, firewalls, password

policy.

City Human Resource
Management System files to
external agencies encrypted
with PGP; access to mainframe
production files controlled by
Top Secret and the application

11. Are there
plans for any
physical or
electronic
based
solutions to
protect
personal
information?

Upgrades to HR system;
performed a security
assessment in late 2006 with
follow up assessments and
annual reviews; new IT system
will restrict personal information
available

Plans for education and training,
file encryption, safeguarding
personal information on
removable storage, hard drive
encryption on all laptops,
biometric security, and
increased network security.
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Questions

County of Maui,
Department of Finance

County of Hawai‘i,
Legislative Auditor

City and County of
Honolulu, Department
of Information
Technology

12. Are the Countywide IT systems are At different locations.

systems that maintained on a centralized

contain server system; hard copy

personal records at departments or stored

information in | offsite

one site or

dispersed?

13. How Departmental shredders and County currently reviewing and
does the contractors; electronic records revising its record retention and
agency periodically archived destruction policies.

dispose of

physical and

electronic

records

containing

personal

information?
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1. Kinds of Employee and student records. | Client information including SSN for both personnel and
personal Student ID, not SSN, is used to | names, SSN, and bank customers; half of the
information identify students. account numbers programs use SSN; State P-
collected and card; Driver’s license numbers
stored

2. Number of The electronic systems Serves 250,000 annually and Estimate between 4.8 million
records capacity for active and inactive | over 2,800 employee records. and 7.7 million

containing records is: payroll — 1 million;

personal personnel — 100,000; student

information information system — 300,000.

3. Is personal
information made
available to third
parties?

Yes, for background checks,
teacher certification, payroll
purposes.

When required by federal or
state law, authorized by the
individual.

To Social Security
Administration, Medicare /
Medicaid, Hansen’s disease,
EMS

4. What policies
and practices
related to internal
and external
access and
security of the
information?

DOE follows federal law
(FERPA, HIPAA, IDEA), state
law (HRS Ch. 34), and Board
policy (4610 student
information and confidential
records.

Internal access, if permitted by
policy, requires business need
External access, if permitted
by law, requires written
request, review/redact
information

There are no overall policies
currently; HIPAA policies will
be applied to the entire
department by the end of the
year and the HIPAA office will
be responsible for policies;
Employees sign an IT policy

5. Is there one
overall manager
responsible for
access and
security within the
agency or is
responsibility
dispersed?

Decentralized security,
fragmented in many
departments and applications.

Deputy director is responsible
for overall policy compliance;
DHS Security incident
response team and/or HIPAA
compliance are responsible fro
investigations, audits, and
enforcement

Office of information
technology is responsible for
management of network
access, systems security, and
monitoring of network.

Dispersed

6. Has there been
any unauthorized
access to
personal
information over
the past several
years?

At least 2 incidents. In
December 2005, 6 PCs were
stolen from the Payroll
Department. In February 2007,
personal checks from 18
schools were taken in an
armored car robbery.

None.

There were 3 breaches in
2006:

Child mental health — mail sent
to wrong provider;

EMS - an employee took 576
report forms home;

WIC — an employee had
access to client SSNs

7. What training
on confidentiality
and handling of
personal
information is
provided to staff?

Payroll and Accounting offices
have written policy regarding
nondisclosure of employee
SSN, and FERPA is
referenced as a guide for
confidentiality of student
records. There is an Internet
Access Policy but no training.

Department wide DHS security
policy training

HIPAA privacy policy training
Periodic security reminders.

Each program is responsible
for training
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8. What is the
agency’s most
critical need to
assure security of
personal
information?

Chief security office to
mandate and monitor security;
training and awareness,
centralized security,
accountability and monitoring,
standardized disposal and
destruction.

Funding /resources to
implement security
technologies, implement
hardware and software, and
audit and monitor compliance.

Money — the information
system is fragmented, varies
by program, uses custom
programs; Require $1 million
but the current budget is
$180,000.

9. What steps has
the agency taken
to comply with
HRS Ch. 487,
487N, and 487R?

Have identified forms and
reports that contain personal
information, surveyed schools
and offices on the volume of
records, formed a taskforce to
implement an action plan.

Reviewing current DHS
practices; new policies
regarding ID theft, breach
notice, security policy training.

Policies on notification,
destruction, SSN protection
take effect in March 2007,
security awareness training is
planned for all employees
beginning May, 2007

10. Are there any
physical or
electronic based
solutions in place
to protect
personal
information?

WAN network firewall and
intrusion prevention centrally
controlled, application level
access security by roles, and
inconsistent implementation of
password security, encryption
practices, destruction and
transfer of electronic
information, knowledge
management.

Physical security policy on
facility access controls,
workstation usage and
security, device and media
controls

Technical safeguards — role
based access control, audit
controls, authentication, and
transmission security.

Mitigation — inventory,
determine if necessary,
destroy unnecessary records

11. Are there
plans for any
physical or
electronic based
solutions to
protect personal
information?

SSN protection through use of
employee identification
number, removing SSN from
forms and reports, training.
FERPA — revise admin rules,
create standard practice
document, educate parents
and students

Breach notification — create
standard practice document,
standard input form, educate
DOE.

Destruction and transfer of
information — determine life
cycle of data, create standard
practice, and identify needs for
contracted disposal.

Chief security office.

Periodic risk assessment and
remediation, audits, including
intrusion testing, facility
upgrades, plans for biometric
and multi-factor authentication,
and plans to scrub hard drives
that are disposed.

12. Are the
systems that
contain personal
information in one
site or dispersed?

Personnel and payroll systems
are centrally located; there are
plans to migrate the student
information system to a central
location.

Paper records are dispersed
among program offices
Electronic systems are at the
Lili‘'uokalani Bldg., Kapolei,
ICSD DHRD, and Arizona

Dispersed

13. How does the
agency dispose of

Disposal of personal
information is decentralized

Hard drives are scrubbed or
crushed, shredding in-house or

physical and and left to the discretion of by contractor.
electronic records | offices and schools.

containing

personal

information?

Other comments DOE is the tenth largest school

district in the country with 285
schools, 179,000 students,
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Department of Department of Human

Questions Education Services Department of Health

20,552 regular employees and
23, 149 casual and part time
employees;

Other laws — FERPA (Family
Educational Rights and Privacy
Act)

Hawai'i Identity Theft Task Force Study

J.W. Loo & Associates
December 2007

Page 151 of 183



1. Kinds of
personal
information
collected and
stored

Documents with personal information
are primarily judgments and child
support enforcement orders.

2. Number of
records
containing
personal
information

Unknown. The Bureau was
established in the 1800s and
currently accepts 2,000 documents
per day. Judgments and child
support enforcement orders make up
from 10 to 60% of the daily intake.

3. Is personal
information
made
available to
third parties?

Yes. Currently, redaction is done on
a piecemeal basis. The Bureau is
working on a uniform policy.

4. What
policies and
practices
related to
internal and
external
access and
security of
the
information?

5. Is there
one overall
manager
responsible
for access
and security
within the
agency or is
responsibility
dispersed?

The First Deputy has overall
responsibility.

6. Has there
been any
unauthorized
access to
personal
information
over the past
several
years?

7. What
training on
confidentiality
and handling
of personal
information is
provided to
staff?

No formal training.
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8. What is
the agency’s
most critical

A method to handle past documents,
cost of equipment, and manpower.
Older records do not have Social

need to Security numbers. Records prior to
assure 1976 are on microfilm. Title

security of companies and some attorneys have
personal access to the Bureau’s system.
information?

9. What

steps has the
agency taken
to comply
with HRS Ch.
487J, 487N,
and 487R?

10. Are there
any physical
or electronic
based
solutions in
place to
protect
personal
information?

The Bureau has been meeting with
consultants.

11. Are there
plans for any
physical or
electronic
based
solutions to
protect
personal
information?

12. Are the
systems that
contain
personal
information in
one site or
dispersed?

Dispersed. Multiple copies are
located at the archives and in
storage. Title companies and law
firms have copies.

13. How
does the
agency
dispose of
physical and
electronic
records
containing
personal
information?

Records are never disposed or
destroyed.

Other
comments.

The law requires the Bureau to
accept all documents for recordation.
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Exhibit 1. Personal Information Questionnaire
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PERSONAL INFORMATION QUESTIONNAIRE

Purpose

The purpose of this questionnaire is to gather information on uses/disclosures of personal information by government
agencies and the means deployed to secure the personal information from security breaches. The information collected
will be used to perform a risk analysis of State and county agencies based on volume of personal information collected
and maintained and the risk and impact of disclosure. Findings from the risk analysis will be prepared in a report to the
State Legislature by the Identify Theft Task Force pertaining to implementation of HRS §487J (Social Security Number
Protection, HRS §487N (Notice of Security Breach), and HRS §487R (Destruction of Personal Information Records).

Instructions

1. All government agencies (State and county) must complete the questionnaire. Government agencies may elect

to:

a. Complete a single questionnaire representing responses from the entire agency (including
administratively assigned agencies) or

b.  Complete multiple questionnaires representing responses from each major subunit within the agency.
A summary of multiple questionnaires must result in an accurate description of the
policies/procedures/practices of the entire agency. All questionnaires representing the agency should
be bundled together and submitted at the same time.

The expertise of more than one person may be needed to complete the questionnaire, depending upon the
respondent’s familiarity with current processes, policies and procedures within the unit. The survey may be
completed by management, management in conjunction with appropriate personnel, or by delegating questions
to subject matter experts.

Please respond to each question and sub-questions when applicable by placing an “X” in the appropriate YES
or NO box. If the question is not applicable to your unit, enter a comment as to why it does not apply.

The Comments column of the questionnaire is used to ask the respondent to further clarify the answer beyond
the standard YES or NO response.

An Addendum page is provided for extended responses to questionnaire items.

A glossary of terms is attached at the back of the questionnaire to ensure a common understanding of terms
throughout the document and between respondents.

A Microsoft Word version of the questionnaire can be downloaded from the Office of the Auditor website at
http://lwww.state.hi.us/auditor/meetings.htm

Questions on the questionnaire may be directed to Mr. Jeffrey Loo at (808) 528-7176 or
jeffrey@jwlooassocs.com.

Completed questionnaire forms must be submitted to the State of Hawai'i, Office of the Auditor, 465 S. King
Street, Room 500, Honolulu, HI 96813-2917 (Attention: Mr. Russell Wong) no later than January 31, 2007.
Electronic copies of completed questionnaires may be transmitted to the Office of the Auditor at
survey@auditor.state.hi.us.

Questionnaire Response For:

Department Name:

Division/Branch:

Unit/Council/Board:

Contact Name:

Contact Telephone No.

Contact Email:

Authorized Agency Official
Signature:

Date:

Questionnaire Completed for:

[J Entire Agency

[J Agency Subpart (other agency units
completed separately)
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1 Personal Information General Description

1A List all types of documents/records (hard copy and electronic) containing personal information (e.g.,
applications, eligibility/enrollment records, medical records, employee/student/client files, licenses,
authorization/consents, surveys/questionnaires, service payment claims, tax, real property conveyance, credit
cards, judicial/law enforcement, etc.) that is handled, processed, or stored within your agency.

1B What are the primary uses/purposes of the personal information (e.g., eligibility, case management, program
payment/management, operational data analysis, fraud or abuse detection, data reporting, oversight or audit of
programs/licensees, research, delivery of program services, law enforcement, judicial proceedings, legal
recordation, etc.)? Please list.

1C Who in your agency has access to the personal information maintained and what information is available? List
the titles and /or categories of personnel who have any type of access to personal information (e.g., clerical staff,
intake or eligibility workers, analysts, case managers, information technology staff, payments processing
personnel, program staff, management, pool personnel, after-hours security service, janitorial service, couriers,
etc.)

1D What is the estimated volume of individual records containing personal information maintained by your agency?

O None [J1-100 [ 101-1,000 [ 1,001 -10,000 [ 10,001 — 100,000 [] 100,001 —500,000 []
501,000 — 1,000,000 [] 1,000,001 or more

Note: The volume estimate should include active/archived records, employee/client records, correspondence,
electronic/hard copy database, transactions/proceedings, and all other government records that contain personal
information. A record that is maintained in hard copy and electronic form is considered 2 records.

1E What is the estimated annual volume growth of individual records containing personal information maintained by
your agency?

[ None [11% -5% 6% —10% [111% —25% [26% —50% [ 51% —75% []76% —100%
[] 100% or more
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Questions Comments

Social Security Numbers

2A Does your agency use/disclose individual Social Security If your response is NO, skip to Item
Numbers or use/disclose documents/records that contain 3A.
Social Security Numbers?

2B During the course of business, does your agency If your response is YES, please
communicate or otherwise make available to the general describe the circumstances.
public an individual's entire Social Security Number.

2C During the course of business, does your agency
print/embed an individual’'s entire Social Security Number
on any card required for the individual to access services
provided by the agency?

2D During the course of business, does your agency require If your response is YES, are secure
individuals to transmit the individual's entire Social Security Internet connections deployed or is
Number over the Internet? the Social Security Number
encrypted?
2E During the course of business, does your agency require

individuals to use the individual’s entire Social Security
Number to access an Internet website?

2F During the course of business, does your agency unit print If your response is YES, please
an individual’s entire Social Security Number on any describe the circumstances and
materials that are mailed to the individual? specify if the inclusion of a Social

Security Number in documents is
required by the individual, by
State/federal law, or by
court/judicial order.

2G Does your agency sell, lease, trade, rent, or otherwise If your response is YES, please
intentionally release individuals’ Social Security Numbers to describe the circumstances and
a third party? provide an estimated volume and
frequency.
3 Personal Information Use/Disclosure
3A Does your unit receive personal information from other If your response is YES, list the
units in the department? information exchanged and the

source of the information received.
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