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The goal of the Department of Accounting and General Services (DAGS) is to strive for
quality and consistency in the delivery of essential support services to other state
departments and agencies. The department’s activities reflect a continuing
commitment towards cost efficiency, productivity, relevancy and timeliness of services.

Individual program goals, objectives, policies and action plans follow in this annual
report for the twenty-five programs comprising DAGS. Every program has also
identified performance measurements in the following key areas: customer satisfaction,
program standard and cost effectiveness. In addition, all programs have included their
past year accomplishments. The 25 DAGS programs are as follows:

Government-Wide Support

AGS 101 Accounting System Development and Maintenance
AGS 102 Expenditure Examination

AGS 103 Recording and Reporting

AGS 104 Internal Post Audit

AGS 111 Archives-Records Management

AGS 131 Information Processing and Communication Services
AGS 203 State Risk Management and Insurance Administration
AGS 211 Land Survey

AGS 221 Public Works-Planning, Design and Construction
AGS 223 Office Leasing

AGS 231 Central Services-Custodial

AGS 232 Central Services-Grounds Maintenance

AGS 233 Central Services-Building Repairs and Alterations
AGS 240 State Procurement

AGS 244 Surplus Property Management

AGS 251 Automotive Management-Motor Pool

AGS 252 Automotive Management-Parking Control

AGS 871 Campaign Spending Commission

AGS 879 Office of Elections

AGS 891 Wireless Enhanced 911 Board

AGS 901 General Administrative Services




Formal Education
AGS 807 School Repair and Maintenance-Neighbor Island Districts

Culture and Recreation

AGS 818 King Kamehameha Celebration Commission
AGS 881 State Foundation on Culture and the Arts
AGS 889 Spectator Events and Shows-Aloha Stadium

In support of a continuing improvement effort, the Comptroller as head of the
department welcomes any questions or comments regarding any of the DAGS
program’s goals and objectives.
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Program ID/Title: AGS-101/Accounting System Development and Maintenance
Contact Person/Phone: Kurt I. Muraoka/586-0610

II.

Goal
The goal of the program is to satisfy the following requirements:

A. Making changes and modifications in the accounting system (including the design
and implementation of an adequate system of internal controls to encompass the
changes or modifications in the accounting system) that appears to be in the best
interest of the State and counties, as promulgated by Section 40-2 of the Hawaii
Revised Statutes (HRS).

B. Determining the forms required to adequately supply accounting data for the State
government, maintaining the applicability, relevancy and uniformity (i.e.,
classification, numbering and standardization of such forms in terms of design,
dimension, color and grade of paper) of accounting forms in Statewide use, and

recording such forms in a catalogue of Statewide accounting forms, as promulgated

by Section 40-6 of the HRS.

C. Providing the only cost efficient and feasible means of developing and implementing

changes or modifications in the Statewide Accounting System (which includes the
Financial Accounting and Management Information System or FAMIS, Payroll
System, Central Warrant Writing System, Warrant Reconciliation System, and

Financial Datamart) to enhance or improve the functionality and/or internal controls

of the system.

Objectives and Policies

A. Systems Development and Implementation - Develop and implement new Statewide
accounting applications and/or major enhancements to existing Statewide accounting
applications to correct accounting deficiencies (i.e., non-compliance with Generally

Accepted Accounting Principles or GAAP), improve operational efficiency by
providing accounting applications with greater functionality or improved
capabilities, and comply with changes in applicable State and Federal laws, and
management policies.
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Systems Maintenance - Maintain existing Statewide accounting applications to
improve operational efficiency and/or usability through continued monitoring of the
system’s performance in providing useful and timely information, and collaboration
with users on a Statewide basis to identify, develop and implement system
modifications due to changes in applicable State or Federal laws, or management
policies that will benefit all system users.

Statewide Accounting Controls - Establish and maintain proper internal control over
Statewide accounting functions through the use of Statewide Accounting Manuals to
safeguard assets against loss or waste, and provide reasonable assurance that the
financial information generated from the Statewide Accounting System can be relied
upon to fairly present the financial position of the State for a given accounting
period by prescribing the accounting policies of the State and standardizing the
accounting methods and practices of the State.

This function also controls the content, format, flow and timing of accounting
information required by applications comprising the Statewide Accounting System
through the use of Statewide Accounting Forms (SAFORMs). Use of standardized
accounting forms promotes operational efficiency through maintenance of
applicable, uniform and consistent information.

III. Action Plan with Timetable

A. Objective/Policy #1 - Systems Development and Implementation

1. Required Actions — The following major actions/tasks are usually required to
develop and implement new Statewide accounting applications and/or major
enhancements to existing Statewide accounting applications to correct
accounting deficiencies. Custom software is developed only when the
purchased software cannot properly satisfy the requirements of the new
system, and interfaces are developed only when the new system is required to
share data with other systems.

»

Project Management of State Resources

b. System Scope and Requirements Definition

c.  Purchased Software Installation, Configuration, and Testing
d.  Gap Analysis and System Functional Design Development

e. System Process and Document Re-engineering
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B.

f.  Custom Software Requirements Definition, Programming, and Testing

g.  System Interface Requirements Definition, Programming, and Testing

h.  User Manual and Training Documentation Development

i.  User Training

j-  Pilot Implementation

k. Statewide Deployment

Implementation Timetable

a. Past Year Accomplishment
Enhancements were made to improve the efficiency of the State’s
Datamart system, and provide improved functionality for the
departments.

b. One Year

Continue enhancing the State’s Datamart system to provide more data,
functionality and/or reports for the departments.

c. Two Year

Continue enhancing the State’s Datamart system to provide more data,
functionality and/or reports for the departments.

d. Five Year

Continue enhancing the State’s Datamart system to provide more data,
functionality and/or reports for the departments.

Objective/Policy #2 - Systems Maintenance

1.

Required Actions ~ The following systems maintenance functions are required
to maintain all Statewide accounting applications:

a.  User Support

b.  System Modification and Enhancement
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c.  System Analysis and Re-engineering

2. Implementation Timetable

a.  Past year Accomplishment

1y

2)

3)

Reviewed and prepared system and functional requirement changes
to the state’s reconciliation system and processes to implement the

banking industries check truncation (elimination of returning paper
checks), and the new up-front positive pay process. Implemented

the identified requirements and changes to the system, policies and
procedures, forms, reports, etc.

Conducted a systems analysis to implement Automated Clearing
House (ACH) for the Payroll System. Reviewed and identified
system and functional requirements and changes to the policies and
procedures, forms, reports, etc. Implemented the identified
requirements and changes.

User Support is performed on an on-going basis. System
Modification and Enhancement, and System Analysis and Re-
engineering are performed as required.

b. One Year

1)

2)

3)

Review and prepare system and functional requirement changes to
the legislature’s reconciliation system and processes to implement
the banking industries check truncation (elimination of returning
paper checks). Implement the identified requirements and changes
to the system, policies and procedures, forms, reports, etc.

Develop and implement a new check image storage and retrieval
system needed for the reconciliation process of the 2 million plus
checks issued by the Comptroller.

Conduct a systems analysis on what would be required to
implement the new IRS 3% income tax withholding requirement on
payments for goods and services by government entities, (Section
3402(t) of the Internal Revenue Code). Review and identify system
and functional requirements and changes to the policies and
procedures, forms, reports, etc. Implement the system
modifications and functional changes.
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4)

5)

Conduct a systems analysis to create an online entry process for the
payroll change schedule transactions. Departments would be able
to enter their payroll information and Central Payroll would review
and approve the transactions before releasing into the payroll
system. Review and identify system and functional requirements
and changes to the policies and procedures, forms, reports, etc.
Implement the new system, modifications to the existing payroll
system and functional changes.

Assist with the development and implementation of the electronic
Treasury Deposit Receipt form.

Two Year

1)

2)

Develop and test the new Purchase Order front-end process to
FAMIS using Lotus Notes to create and route the electronic forms
for review and approval. The data from the electronic forms will
be interfaced to FAMIS, eliminating data entry.

Continue the development and perform pilot implementation of the
Journal Voucher front-end process to FAMIS using Lotus Notes to
create and route the electronic forms for review and approval. The
data from the electronic forms will be interfaced to FAMIS,
eliminating data entry.

C. Objective/Policy #3 - Statewide Accounting Controls

1. Required Actions

a.

Statewide Accounting Controls are required to ensure that the accounting
policies and procedures of the State:

1)

2)

3)

Comply with the Generally Accepted Accounting Principles
(GAAP) and pronouncements from GASB

Include adequate accounting controls for all Statewide accounting
applications

Reflect management’s expressed authorization with regard to the
treatment of a given accounting event and processing of accounting
transactions related to that event
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b.  The three areas of Statewide Accounting Controls are:
1)  Statewide Accounting Manual Revisions
2)  Other User Manual Revisions
3) Forms Control
2. Implementation Timetable

a.  Past year Accomplishment

More State Accounting Forms were created in PDF fillable format and
placed on the DAGS web site, which can now be used in place of
preprinted forms.

b. One Year

1) Conduct a systems analysis to implement changes to the check
layouts for all state checks to comply with Check 21 requirements.
Implement and test the system changes to the check layouts.

2)  Continue creating more single part and multipart State Accounting
Forms in PDF fillable format and place them on the DAGS web
site for departments to download and use. Revise existing PDF
State Accounting Forms into a saveable format.

¢c. Two Year

Continue creating more single part and multipart State Accounting Forms
in PDF fillable format and place them on the DAGS web site for
departments to download and use. Continue revising existing PDF State
Accounting Forms into a saveable format.

IV. Performance Measures

A. Customer Satisfaction measure - Key departments are involved with the
development of new systems and/or major enhancements to existing systems to
provide input into the design and functionality of the systems. Departments are also
contacted periodically to inquire on needs and changes that would impact them.

B. Program Standard measure - Percentage of projects completed for development of
new Statewide accounting systems and enhancement/maintenance to existing
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Statewide accounting systems. Percentage of projects completed for maintenance of
accounting manuals and forms.

C. Cost Effectiveness measure — Greater utilization of the Statewide accounting
systems. Expenditures not exceeding budget amounts.
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Program ID/Title: AGS-102/Expenditure Examination
Contact Person/Phone: Sheila K. Walters/586-0650

L. Goal

The primary goal of the program is to ensure that the State’s payments conform to
established standards of propriety and legality and are made promptly.

II. Objectives and Policies

A. To ensure that payments conform to existing laws, administrative rules, executive
orders, and are proper.

B. To ensure that payments are made promptly, the program will explore various
options that may expedite the payments to contractors, vendors, employees, and
third party payees.

III. Action Plan with Timetable

A. Objective/Policy #1 - Confirmation that pre-auditing activities conform to existing
laws, administrative rules, executive orders, and are proper.

1.  Required Action - The program will review Hawaii Administrative Rules
relating to procurement.

a. Meet with State Procurement Office staff to confirm program’s
application of the Hawaii Administrative Rules as they pertain to source
selection, use of HEPS, etc.

b.  Determine if Comptroller’s Memorandums need to be issued to inform
departments and agencies of any changes in our requirements.

2. Required Action - The program will review State and Federal laws for any
changes to reporting requirements.
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3.

Determine if Comptroller’s Memorandums need to be issued to inform
departments and agencies of any changes to implement any new
requirements.

Determine if changes in reporting requirements involve form revisions to
allow for new reporting requirements which would be met by AGS 101 -
Accounting System Development and Maintenance Program.

Implementation Timetable

a.

Past Year Accomplishment - Attended several meetings with State
Procurement Office staff to establish uniform interpretation of Chapter
103D contract requirements.

One Year - Continue review of Hawaii Administrative Rules, State and
Federal laws, and Attorney General’s contract forms to determine if any
changes to contract encumbrance, payment and reporting procedures are
required.

Two Year - Implement any changes that may be required and provide
training, if required.

Five Year - Perform global review of existing contract and vendor
payment processing procedures to confirm existing laws, rules, and
orders are being complied with and reporting procedures are met.

B. Objective/Policy #2 - Prompt payment of the State’s contractors, vendors, third
party payees, and State employees.

1.

Required Actions - The program will continue to maintain five working day
turnaround for the State’s contractors and vendors.

a.

b.

Determine whether current pre-audit procedures need to be revised for
any changes impacting the program’s “Objective/Policy #1”.

Implement any changes in pre-audit procedures that do not negatively
impact pre-audit responsibility.

Implementation Timetable

a.

Past Year Accomplishment - Began review to determine how prompt
payment was negatively impacted by staffing reductions due to
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retirements and non-filling of vacant positions in departmental fiscal
operations.

b.  One Year - Begin review and subsequent implementation of ACH
payments of net pay to financial institutions receiving electronic data.
Continue planning for implementation of ACH or other electronic
payment process for Unemployment Benefits.

Meet with ICSD staff to plan conversion to paperless payroll change
schedules and with departments on departmental requirements for
paperless payroll change schedules.

c. Two Year - Implement paperless payroll change schedules.

d. Five Year - Meet with Systems Accounting Branch and other agencies to
determine whether other forms of payment including extension of the
ACH method would be appropriate to the FAMIS contract and vendor
payments.

IV. Performance Measures

A.

Customer Satisfaction measure - Departmental personnel responsible for contracting
and vouchering will be provided clear and consistent guidelines and hopefully
reduce frustration from rejected contracts and payments.

Program Standard measure — Number of “Audit Correction Slips” issued after
issuance of new policies and procedures.

Cost Effectiveness measure ~ Timely contract encumbrances and reduction in late
interest payments.



DEPARTMENT OF ACCOUNTING AND GENERAL SERVICES
ANNUAL REPORT ON GOALS, OBJECTIVES AND POLICIES

January 2012
Program ID/Title: AGS-103 / Recording and Reporting
Contact Person/Phone: Wayne Horie / 586-0600

1L Goal

The program goal is the prompt and proper recording of the State’s financial
transactions. The goal includes the timely processing of documents and issuing
of reports, including the publication of the State’s Comprehensive Annual
Financial Report.

II. Objectives and Policies

A. #1 - The issuance of the State’s Comprehensive Annual Financial Report
(CAFR) in conformance with generally accepted accounting principles
(GAAP). This also includes the submission of the State’s CAFR to the
Government Finance Officers Association of the United States and
Canada (GFOA) Certificate of Achievement in Excellence in Financial
Reporting program.

B. #2 - Enhancements to the processing and accessing of financial
information in the Financial Accounting and Management Information
System (FAMIS), the State’s official accounting system.

I11. Action Plan with Timetable

A. Objective/Policy #1 - The issuance of the CAFR in conformance with
GAAP.

1. Required Action - Implementation of Governmental Accounting
Standards Board Statements (GASB Statements) that require
accrual basis government-wide financial statements including
infrastructure capital assets, and depreciation of all capital assets
except for land and land improvements.
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2. Past Year Accomplishments

a. Prepared FY 2010 CAFR including the government-wide
accrual basis financial statements and the discussion and
analysis of the financial statements. Due to staff
vacancies and two furlough days per month the 2010
CAEFR took longer to prepare and was issued in mid-
October.

b. Continue to allocate annual cost of post employment
health care benefits and market value adjustments for
auction rate securities to department and agencies that
prepare stand-alone financial statements.

3. One Year

a. Prepare FY 2011 CAFR under GASB Statements.

b. Continue accounting policy and procedure changes needed
to implement GASB Statements.

4. Two Years

a. Evaluate any new GASB statements and their impact on
the accounting policies and procedures.

b. Continue evaluation of the accounting system and
preparation of financial statements under the existing
GASB statements and any new GASB statements.

5. Five Years

a. Evaluate future GASB statements and the impact on the
accounting policies and procedures.

b. Continue evaluation of the current accounting system and
preparation of financial statements and make changes as
needed by GASB statements.

B. Objective/Policy #2 - Enhancements to the processing and accessing of

financial information in FAMIS.

1. Required Action - Enhancements to the processing and accessing
of financial information in FAMIS require the following:
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Review the current process and utilize the State’s intranet
to improve processing and dissemination of financial
information.

Identify any current problems/issues and additional
requirements through discussions with departments.

Determine the resources required for the enhancements
and compare the resources needed with the resources
available.

If feasible, define, develop and implement the information
processing/accessing enhancements.

Past Year Accomplishments

No new enhancements were implemented in FY 11.

One Year

Commence test and modification of FAMIS to comply

- with the federal requirement of withholding and reporting

3% of payments to vendors. Beginning, January 1, 2013,
all federal, state and local governments will be required to
withhold 3% of payments made to most vendors.

Assist in the implementation of the electronic form
Treasury Deposit Receipt workflow process.

Two Years

Provide assistance and support in providing requirements
for a new financial accounting system.

Continue the identification and implementation of
alternatives to improve information processing efficiency
and to increase accessibility of financial information

Five Years

Implement a new financial accounting system.
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IV.

Performance Measures

A.

Customer Satisfaction measure - GFOA'’s awarding of its Certificate of
Achievement in Excellence in Financial Reporting to the State’s CAFR
and the number of users utilizing the FAMIS enhancements to process
and access information.

Program Standard measure - The publication within six months after the
fiscal year is closed for the CAFR and the prompt processing of the
accounting data and reports.

Cost Effectiveness Measure - Cost effectiveness is measured by the
amount of overtime incurred to complete the CAFR and to process
accounting data and reports.
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Program ID/Title: AGS-104/Internal Post-Audit

Contact Person/Phone: Wayne L. Chu/586-0360

II.

III.

Goal

To achieve complete compliance with the State Comptroller’s established
accounting procedures and internal controls by the State’s Executive
departments and agencies through financial and compliance audits.

Objectives and Policies

A. #1 - To ensure that the State’s Executive departments and agencies
maintain the accounting and internal control systems and that the systems
function effectively as designed.

B. #2 - Confirm or establish a schedule of annual and non-annual audits
that will provide an adequate audit cycle to ensure that every department
in the executive branch will be audited at least once every six years.

Action Plan and Timetable

A. Objective/Policy #1 - To ensure that the State’s Executive departments
and agencies maintain the accounting and internal control systems and
that the systems function effectively as designed.
1. Past Year Accomplishment

a. The target group was defined.

b. 35 of 36 scheduled 2010 audits of departments and
agencies covering 17 departments were completed.

c. 35 departments and agencies’ audit reports did not identify
problems with the systems of accounting and internal
controls not functioning effectively as designed.
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d. Follow-up will be made with the remaining department to

complete the scheduled audit.
2. One Year

a. Define the target group.

b. Monitor that the target group complete its scheduled
audits on time.

c. Review the completed audit reports as to non compliance
with established accounting procedures and internal
controls and that written policies and procedures are
functioning as designed.

d. Conduct follow-up inquiries as to scheduled audits not
completed.

3. Two Years — Continue the implementation timetable of the first
year.
4. Five Years — Continue the implementation timetable of the prior
years.
B. Objective/Policy #2 — Confirm or establish a schedule of annual and non-

annual audits that will provide an adequate audit cycle to ensure that
every department in the executive branch will be audited at least once
every six years.

1. Past Year Accomplishment
a. The target group to be audited was defined.
b. A schedule of 21 annual and 15 non-annual audits was
established.
c. 20 of 21 annual audits of departments and agencies were

planned and completed during the fiscal year. 13
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statutory required audits and two requests for audit were
planned and completed during the fiscal year.

d. Conduct follow-up inquiries as to scheduled audit not
completed on time.
€. Audit findings were monitored and compiled into an
annual report with resolution of findings statistics.
2. One Year
a. Define the target group to be audited.
b. Establish a schedule of annual and non-annual audits.
c. Review audit reports of planned annual audits and conduct
non-annual audits.
d. Monitor audit findings to ensure that corrective action
plans are implemented to resolve the findings.
3. Two Years - Continue the implementation timetable of the first
year.
4, Five Years - Continue the implementation timetable of the prior
years.

1V. Performance Measures

A. Customer Satisfaction Measure - An annual evaluation survey will be

developed and

distributed to the target group. Any concerns identified

through the survey will be addressed immediately.

B. Program Standard Measure - Program standard will be the completion of
all scheduled annual and non-annual audits by the due date for the target
group. All departments are scheduled for audit so that every department
in the executive branch will be audited at least once every six years
where the department is not audited annually.

C. Cost Effective

Measure - Cost to conduct the audits will be monitored to

ensure that they are reasonable and fair and do not exceed budgeted costs
and comparable audit fees.
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Program ID/Title: AGS-111/Archives-Records Management
Contact Person/Phone: Susan Shaner/586-0310
L Goals

A. Increase access to the State Archives collections.

B. Promote efficient and effective management of government records.
I Objectives and Policies

A. Collect and preserve permanent government records of enduring legal,

historical or fiscal value from government agencies.

B. Make records available for access via the internet. Catalog records on
KOHA, an online library database accessible via the web.

C. Develop and revise records retention and disposition schedules for the
executive branch. Operate the State Records Center for the storage of
non-current, non-permanent government records.

D. Promote efficient management of government records and work toward
the preservation of the state’s permanent electronic records.

E. Implement with teams from Archives, ICSD and State Civil Defense the
delivery of records related emergency training on essential (vital) records

for state and local government employees in conjunction with the Council
of State Archivists and FEMA. Training to be completed in FY12.

III.  Action Plan with Timetable
A. Past Year Accomplishments

1. Archives: add/edited 31 bibliographic records in on-line catalog
KOHA which is accessible on the Internet; accessioned 972 cubic
feet of records and special collections; appraised, arranged and
described 58 cubic feet of records for public use; retrieved 23,685
records for researchers; translated 309 pages of Hawaiian language



AGS-111/Archives-Records Management

Page 2

records; serviced 9,022 researchers; scanned 29,211 images; made
4,384 records available via Archives’ website (249,384 total
online); and received more than 139,189 visitors to Archives
online databases.

Records Center: received 3,609 cubic feet of records and 4,364
reels of microfilm; completed 1,186 records requests; and
coordinated destruction of 2,367 cubic feet of expired records.

One Year

1.

Archives: add/edit 100 bibliographic records to KOHA Integrated
Library Catalog; accession 100 cubic feet of government records;
appraise, arrange, and describe 100 cubic feet of records; retrieve
23,000 records for researchers; translate 350 pages of Hawaii
language records; service 9,000 researchers; make 8,000 records
available via the Archives’ website; and receive 130,000 visitors to
Archives online databases.

Records Center: schedule 5 records series; receive 3,400 cubic
feet of records; service 1,500 records requests; and coordinate
destruction of expired records.

Two Years

1.

Archives: add/edit 200 bibliographic records to KOHA Integrated
Library Catalog; accession 200 cubic feet of government records;
appraise, arrange, and describe 200 cubic feet of records; retrieve
46,000 records for researchers; translate 700 pages of Hawaiian
language records; service 18,000 researchers; make 16,000 records
available via the Archives’ website; and receive 260,000 visitors to
Archives online databases.

Records Center: schedule 10 records series; receive 6,800 cubic
feet of records; service 3,000 records requests; and coordinate
destruction of expired records.

Five Years

1.

Archives: add/edit 500 bibliographic records to KOHA Integrated
Library Catalog; accession 500 cubic feet of government records;
appraise, arrange, and describe 500 cubic feet of records; retrieve
115,000 records for researchers; translate 1,750 pages of Hawaiian
language records; service 45,000 researchers; make 40,000 records
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available via the Archives’ website; and receive 650,000 visitors to
Archives online databases.

2. Records Center: schedule 25 records series; receive 17,000 cubic
feet of records; service 7,500 record requests; and coordinate
destruction of expired records.

IV. Performance Measures

A. Customer Satisfaction measure: Monitor website use by the general
public and their interest in information presented by analyzing statistical
data on number of hits to what pages. Use information to improve the
“look and feel” and information presented on the website. If there are
suggestions and/or complaints, develop survey to evaluate customer
satisfaction with the website.

B. Program Standard measure: In-house standards regulate service to the
public and status-reports measure the output and effectiveness of our
public service activities.

C. Cost Effectiveness measure — Compare records managements costs with
private sector, in particular storage costs.
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Program ID/Title: AGS-131/Information Processing & Communication
Services
Contact Person/Phone: Debra A. Gagne/586-1910

The goals and objectives stated in this report are long-termed and are not limited by the
existing budget. It charts a direction to improve the efficiency and effectiveness of State
operations through the application of technology. Additional funding and resources will
be needed to accomplish all of the goals and objectives contained herein. The Division’s
priority is to support, maintain, and improve existing services. We will accomplish as
many of the goals and objectives as possible within the budget and resources granted.

L. Goals

Assess and redefine ICSD’s services to support the State’s current and future
business requirements. Emphasis will be placed on the cost-effective and
efficient application of information and telecommunications technologies to
improve the long-term effectiveness and efficiency of Hawai‘i State Government
(State).

II. Objectives and Policies

A. #1 — Work with Chief Information Officer (CIO) and Office of
Information Management and Technology (OIMT) to mitigate the risk of a
$1,000,000 per day financial impact’ to the State of Hawai‘i resulting
from lost revenues, collections, interest, late payments, overtime
premiums and other costs that would be realized by the State as the result
of a prolonged outage at the State of Hawai‘i Data Center by establishing
and operating an interim Alternate Data Center that will be utilized if a
disaster were to occur at the Data Center at the Kalanimoku Building
before a permanent data center co-located with the new State Emergency
Operations Center (EOC) is operational.

B. #2 — Work with CIO and OIMT to develop and implement Service
Oriented Architecture (SOA) as the State’s information technology (IT)
architecture and Information Technology Infrastructure Library ITIL/ IT
Service Management Framework as the State’s IT service delivery model.

! Estimated based on Business Impact Assessment conducted by McGladry, Inc. in February, 2002.
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#3 - Work with CIO and OIMT to establish and operate a State Cyber
Security Office with dedicated staff to provide statewide monitoring,
analysis, prevention, and mitigation of cyber traffic to and from State
information assets and resources. The major functions of this Office are to
monitor and analyze State cyber traffic for cyber threats; provide
preventive and remedial support against cyber threats; develop and
implement an official notification and incident collection system; develop
cyber security policies, standards, and procedures; coordinate with cyber
security information sharing organizations; and other related matters.

#4 - Work with CIO and OIMT to improve the management and operation
of the State’s servers through the application of server consolidation
technologies such as virtualization and blades.

#5 — Work with CIO and OIMT to establish IT Governance to manage IT
initiatives and projects in the State with enhancements such as up-to-date
IT strategic plans, cross departmental cost evaluations, standards and
guidelines, project management plans, and status reports.

#6 - Work with CIO and OIMT to define the roles and responsibilities of
ICSD staff.

#7 - Work with CIO and OIMT to expand and support the State’s
telecommunications infrastructure to enable secured connectivity from
State offices to host computers for the State’s application systems, and
provide staffing and support of the State’s radio communication systems.

#8 — Work with CIO and OIMT to improve the use of Internet
technologies for sharing information with the public, government
agencies, and private sector. Develop and implement better content
management and document management practices to improve the quality
of the information being shared and enhance the capability to preserve
essential records.

#9 - Accommodate changes in State Data Center technologies, practices,
and workload growth, while maintaining reliability, cost-effectiveness,
and efficiency.
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III. Action Plan with Timetable

A.

Objective/Policy #1 — Work with CIO and OIMT to mitigate the risk of a
$1,000,000 per day financial impact® to the State of Hawai‘i. State of
Hawai‘i critical business processes are heavily dependent upon
information technology. The State of Hawai‘i is the only state we are
aware of that does not have an alternate for its primary data center
facility®. Business continuity strategies for virtually all State agencies
require that computers and networks that perform their information
processing functions are operational, reliable, and predictably available.

Critical health, safety, and other public services (including processing of
employee payroll, government aid and benefits to its most needy citizens,
tax collections, payments to vendors, etc.) will be severely jeopardized by
a prolonged data center outage, rendering the State vulnerable to damaged
reputation, potential legal action and public outcry.

The State of Hawai‘i Data Center in the Kalanimoku Building is a single
point of failure that is below ground and relies on antiquated electrical and
cooling systems which are running at or above their rated capacity. Given
the criticality to the ongoing operations of the State, our number one
priority is to continue pursuing the establishment of the State’s main
permanent data center co-located with the proposed new State Emergency
Operations Center (EOC) and convert the existing datacenter to assume
backup responsibilities. It is felt that since both facilities (EOC and Data
Center) require many of the same things like a secure building highly
resistant to wind and rain, cooling, and electrical systems which continue
to function in the event of failure of the public utilities, and strong,
redundant communications capabilities, the State could save considerable
funds by combining these two critical needs into one facility. An interim
alternate recovery facility could be found within 24 months, while co-
occupancy of a State EOC is now projected to be about 2014.

2 Estimated based on Business Impact Assessment conducted by McGladry, Inc. in February, 2002.

? Excerpted from State of Hawai‘i Disaster Recovery Assessment Report and Recommendations 16
November 2005 provided by Gartner Consulting.
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1. Required Actions

a.

Work with CIO and OIMT to harden the existing data
center to the extent possible to avoid outage scenarios,
including data center facilities, storage, backup capacity,
Internet service, DNS and connectivity.

Work with CIO and OIMT to obtain funding for the
Division’s budget to cover annual operating costs of the
Interim Alternate Data Center.

Work with CIO and OIMT to locate suitable data center
facilities in a State-owned building or through commercial
lease for an Interim Alternate Data Center.

Work with CIO and OIMT to establish and implement an
interim Alternate Data Center.

Work with CIO and OIMT to develop a design plan for the
permanent data center at the new State EOC.

Work with CIO and OIMT to coordinate a CIP budget
request with the Department of Defense for the permanent
data center at the new State EOC.

Work with CIO and OIMT to establish and implement a
permanent data center at the new State EOC as soon as
possible.

2. Past Year Accomplishments

Consulted with the University of Hawai‘i (UH) to assure
space will be set aside in new UH data center for digital
offsite backup.

Consulted with the Department of Education (DOE) to
assure space will be set aside in new Lili‘uokalani data
center for ICSD use.

Provided background and historical information to CIO and
OIMT.
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d. The ICSD was able to eliminate additional single points of
failure for the State of Hawai‘i Data Center by establishing
a secondary communications and Domain Name Services
hub in another building. While this will not protect the
State of Hawai‘i Data Center, it will provide for continuing
Internet access and connectivity for all locations outside of

the Kalanimoku Building.
One Year
a. The Division will continue to pursue the establishment and

operation of the interim Alternate Data Center. The
Division will work closely with the CIO and the OIMT on
disaster recovery planning.

b. The Division was invited to partner with the Department of
Defense in their efforts for a new State EOC that targeted
2012 for completion, pending construction funding.
Funding was not received and 2014 is the new targeted
completion date. The Division plans on creating a
permanent data center at this site running as a dark site
(primarily for equipment). The current data center at the
Kalanimoku Building would then become the alternate data
center. Either the interim Alternate Data Center or the
current data center at the Kalanimoku Building would
become a business operations control center possibly after
the permanent data center at the new State EOC becomes
operational. The business operations control center would
provide remote management of the servers and remote
printing capabilities.

c. The Division will continue to work with CIO and OIMT on
locating a prospective site for the interim Alternate Data
Center.

d. The Division will continue to work with CIO and OIMT on
the development of a design plan for a permanent data
center at the new State EOC.

Two Years — Continue working with CIO and OIMT on pursuing a
permanent data center at the proposed new State EOC and an
interim Alternate Data Center. More details will be developed
when necessary and sufficient funding becomes available.
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5. Five Years — Continue working with CIO and OIMT on pursuing a
permanent data center at the proposed new State EOC and an
interim Alternate Data Center. More details will be developed
when necessary and sufficient funding becomes available.

Objective/Policy #2 — Work with CIO and OIMT to develop and
implement Service Oriented Architecture (SOA) as the State’s information
technology (IT) architecture and Information Technology Infrastructure
Library ITIL/ IT Service Management Framework as the State’s
information technology (IT) service delivery model. The SOA
emphasizes a close business-IT alignment driven by business. The SOA is
based on open standards and defines a processing environment that
enables compatible and disparate application systems to interoperate. The
SOA also allows for the reuse of repeatable services that are part of the
State’s business processes. ITIL and IT Service Management is the
provision of quality customer service. This is achieved by ensuring that
customer requirements and expectations are met at all times. The
satisfaction of business and customer requirements is fundamental to the
whole of ITIL and there are a number of key activities that are vital to the
success of ITIL processes.

1. Required Actions

a. Work with CIO and OIMT to educate ICSD Management
on the principles and fundamentals of ITIL and IT Service
Management.

b. Work with CIO and OIMT to develop Service Catalog,
Change Management, and Customer Request systems to
promote customer ease of use for service requests as well
as tracking and measuring metrics.

c. Work with CIO and OIMT to promote the development of
a standardized information technology infrastructure (e.g.,
standardized services and technologies) that will facilitate
the sharing of the State’s IT resources, simplify the support
of those systems, and reduce costs to the State.

d. Work with CIO and OIMT to acquire short-term
professional services to assist in the research, development,
and implementation of new services, technologies, and
standards.
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Work with CIO and OIMT to coordinate the addition,
enhancement, and elimination of services, technologies,
and standards with agencies.

Work with CIO and OIMT to develop services that are
based on new technologies while reducing and/or
eliminating dependency on “old” technologies.

Work with CIO and OIMT to ensure that the Division has
in-house knowledge to maintain services and standards.

2. Past Year Accomplishments — Fourteen positions were approved
during the 2011 Legislative Session to allow restoration of third
shift computer operations 24/7/365, as well as to mitigate several
critical resource shortages throughout the Division.

a.

Completed additional Enterprise Services Bus redundancy
with multiple Enterprise Services Bus appliances installed
and configured to be the foundation for the SOA
Information Exchange Models.

Continued to make progress in the elimination of services
that are based on “old” technology, such as impact printers,
reel-to-reel tape drives, and manual data entry.

Developed cyber security standards, policies, and
procedures and coordinated the dissemination of cyber
security information to ensure the integrity of the State’s
information and IT services.

Investigated the use of technologies, such as PDF (portable
document format), to provide an alternative service to hard
copy documents while reducing cost and going “green”
(e.g., eliminate paper).

Continued to make progress in the implementation of a
virtual server environment that will consolidate standalone
servers, reduce space and electrical requirements, provide
high-availability, and improve disaster recovery
capabilities.
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f. Implemented a virtual tape system (VTS) that improves
data backup and recovery services while lowering
operating costs.

3. One Year

a. Work with CIO and OIMT to expand current activities to
establish ICSD as the common service provider for SOA
developed services. Develop SOA Governance and Central
Services policies.

b. Work with CIO and OIMT to develop change management
and problem management policies, documentation and
systems that cover the technology utilized throughout the
Data Center.

c. Work with CIO and OIMT to identify areas that require IT
Governance to insure that technology and the State’s IT
resources can be leveraged as cost effective and efficient
services.

d. Work with CIO and OIMT to pursue necessary personnel
actions such as justifying additional positions, filling
vacancies, and redescribing existing positions to insure that
the Division has in-house knowledge to maintain services
and standards.

€. Work with CIO and OIMT to place the virtual server
environment and virtual tape system into production.

f. Work with CIO and OIMT to continue to provide value
added services to our customers.

g Work with CIO and OIMT to create pilot projects to gain
expertise in new technologies that can be leveraged to
make State government more efficient and effective.

h. Work with CIO and OIMT to continue to evaluate provided
services to ensure applicability, identify areas for
improvement, and eliminate redundancy.

1. Work with CIO and OIMT to begin using technologies,
such as PDF (portable document format), to provide an
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alternative service to hard copy documents while reducing
cost and going “green” (e.g., eliminate paper).

4, Two Years

a. Work with CIO and OIMT to continue with
implementation and expansion of SOA in the form of
reusable services across jurisdictions.

b. Work with CIO and OIMT to continue to establish our role
as IT for the State of Hawai‘i and provide agencies with
reliable and cost efficient IT services.

c. Work with CIO and OIMT to continue evaluation and
refinement of the services provided by the Division.

d. Work with CIO and OIMT to continue to investigate new
technologies that will provide cost reducing and “green”
alternatives to our existing services.

€. Work with CIO and OIMT to build coalitions, remove
obstacles, gather buy-in, and work with agencies to identify
new services that would be advantageous for the State to
develop.

f. Work with CIO and OIMT to determine the amount of
professional services that would be required to assist in the
research, development, and implementation of new
services, technologies, and standards.

5. Five Years — New services developed utilizing SOA published
services in innovative ways.

C. Objective/Policy #3 - Work with CIO and OIMT on a State Cyber
Security Office that is firmly established with dedicated staff to provide
statewide monitoring, analysis, prevention, and mitigation of cyber traffic
to and from State information assets and resources. The major functions
of this Office are to monitor and analyze State cyber traffic for cyber
threats; provide preventive and remedial support against cyber threats;
develop and implement an official notification and incident collection
system; develop cyber security policies, standards, and procedures;
coordinate with cyber security information sharing organizations; and
other related matters.
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1. Required Actions

a.

Work with CIO and OIMT on the evaluation and
implementation of adequate technology tools to provide
monitoring, mitigation and remediation of cyber security
events.

Work with CIO and OIMT to develop standard operating
procedures for the Cyber Security Office, including training
for the staff.

Work with CIO and OIMT to complete staffing and re-
organization for the office.

2, Past Year Accomplishments

a.

Populated cyber security website, cybersecurity.hawaii.gov,
with cyber security awareness information, newsletters,
cyber advisories and resources, video public service
announcements, toolkits, and posters.

Created website for State of Hawai‘i ArcSight customers.
Customers can now obtain their reports and explanations of
correlated events and view documentation on demand.

Responded to and managed the remediation of cyber
security breaches to State Procurement sites, resulting in
the development of a new service to scan any State website
for possible vulnerabilities.

The email security appliance system processes incoming
messages to the network and scanned an average of 3
million messages a month.

Implemented security software technology blocked 90% of
malicious software incidents. Malicious IP addresses
totaling 266 were also blocked.

Utilized wildcard SSL digital certificates for servers under
the hawaii.gov and higov.net domains, secure file transfer
integration allowing servers to be further secured to protect
personal and confidential information at little cost.
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g Distributed statewide advisories relating to vulnerabilities
and patch recommendations; departmental notifications
relating to suspicious network or computer activities;
departmental investigations of potential malicious cyber
security events; and coordinated cyber incident remediation
efforts.

h. Investigated potential malicious cyber security activity on
the State network using ArcSight, a security information
and event management tool, to follow up on alerts, security
violations, copyright investigations, possible infected hosts,
and attempted activity from previously-identified malicious
IP addresses.

i. Implemented a vulnerability scanning program on ICSD
public and internal servers to identify computer server and
operating system vulnerabilities to assist server
administrators to secure their server environment against
computer threats.

J- Implemented a web application security testing tool to
assist ICSD software developers to write secure web
programming code to protect against web application
vulnerabilities and cyber attacks.

k. Developed cyber security policies, standards, guidelines,
and a security incident handling policy for ICSD which are
available as guidelines for use by other departments.

1. Participated in the Multi-State Information Sharing and
Analysis Center (MS-ISAC) and InfraGard security
organizations to foster information sharing and
collaboration on cyber security threat prevention,
protection, and response and recovery activities.

m. Implemented the Secure Web Gateway tool to block
malicious or unwanted access to websites by name and not
just IP address.

n. Participated in APEC preparations for the Multi-Agency
Communications Center.



AGS-131/Information Processing & Communication Services

Page 12

One Year - Continue current activities.

Provide cyber-security services as a requested service.

Implement the Secure Web Gateway to additional State
Departments and agencies to block malicious or unwanted
access to websites by name.

Migrate local area network, web servers, and application
servers to a virtual environment.

4. Two Years — Work with CIO and OIMT to expand cyber security
service offering to at least 10 more agencies.

5. Five Years — Work with CIO and OIMT to continue the
development of cyber security standards, so that cyber security
preparation, mitigation and remediation become standard practice
across the State.

D. Objective/Policy #4 - Work with CIO and OIMT to improve the
management and operation of the State’s servers through the application
of server consolidation technologies such as virtualization and blades.

1. Required Actions

a.

Work with CIO and OIMT to research the various server
consolidation technologies and evaluate their applicability
to State operations.

Work with CIO and OIMT to pursue funding to proceed
with server consolidation.

Work with CIO and OIMT to acquire and implement the
selected technologies.

Work with CIO and OIMT to review the Division’s
technical support structure and revise as required.

2. Past Year Accomplishments

a.

Built a virtual server environment. Procured several blade
servers, accompanying disk storage, as well as
virtualization software.
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b. Created a cross division virtual server team to establish the
virtual server environment and to develop plans to migrate
stand alone server applications to a virtual server
environment.

c. Provided training and development for the virtual server
team in VMWare, MsSQL, Active Directory, and storage
concepts in a virtual environment.

3. One Year

a. Work with CIO and OIMT to complete Active Directory
and Domain Name Services (DNS) technology
implementations to fully utilize the virtual environment.

b. Work with CIO and OIMT to evaluate server workload and
migrate appropriate processing to virtual environment to
reduce energy consumption in the State of Hawai‘i Data
Center, as well as freeing up data center floor space.

4. Two Year

Work with CIO and OIMT to promote “internal” Cloud
infrastructure services to State departments and agencies to provide
application independent processing, storage and networking in a
highly available infrastructure environment.

5. Five Year
Continue to work with CIO and OIMT to consolidate department
and agency specific infrastructure into the centrally managed and
administered cloud infrastructure.

E. Objective/Policy #5 — Work with CIO and OIMT to establish IT
Governance to manage IT initiatives and projects in the State with
enhancements such as up-to-date IT strategic plans, cross departmental
cost evaluations, standards and guidelines, project management plans, and
status reports.

1. Required Actions

a. Work with CIO and OIMT to establish a consolidated
planning process for IT initiatives and projects in the State,
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utilizing the IT leadership provided by the IT Governance
Committees.

Work with CIO and OIMT to establish a process to register
IT initiatives and projects, monitor for compliance with
State standards, and track progress.

Work with CIO and OIMT to establish a process to set or
modify IT standards and guidelines.

Work with CIO and OIMT to develop a service to facilitate
the implementation of IT initiatives and projects.

Work with CIO and OIMT to coordinate all of the above
actions with the CIO.

2 Past Year Accomplishment - The IT Governance Technical
Committees continued to meet on regular schedules. The ICSD
continued to lead the Technical Committee. The Committee
continued work on the IT Transition document for the CIO and
state leadership

a.

IT Governance Technical Committee evaluated
consolidation strategies to mitigate the resource shortages
created by the reduction-in-force.

When the Legislature is in session, tracking bills and
resolutions take on a frenetic pace. To assist other
departments in keeping current, the ICSD delivered a Lotus
Notes-based Legislative Tracking System application to
several departments.

Conducted strategic planning sessions with the IT technical
Governance Committee.

3. One Year

Work with CIO and OIMT to identify areas requiring
Statewide IT Governance to insure technology is leveraged
and used in a cost effective and efficient manner.
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b. Work with CIO and OIMT to draft revisions to the current
policies and related documents including clarification of
central and departmental roles.

c. Work with CIO and OIMT to re-engineer processes and
evaluation of resources required, such as staffing and
budgets to implement the policies that result from the
revisions.

Two Years — Continue to work with CIO and OIMT on the
evaluation and refinement of the processes and services.

Five Years — Continue to work with CIO and OIMT on the
evaluation and refinement of the processes and services.

F. Objective/Policy #6 - Work with CIO and OIMT to define the roles and
responsibilities of ICSD staff.

1.

Required Actions

a. Work with CIO and OIMT to provide staff with training,
tools, a standard infrastructure/environment, and support to
perform their broadened roles.

b. Work with CIO and OIMT to acquire short-term
professional services to assist the ICSD in the development
of new systems. This will allow the ICSD to take on new
development, ensure that the State has in-house knowledge
to maintain the systems, and reduce the State’s dependence
on consultants for enhancement/maintenance services.

c. Work with CIO and OIMT to assess staff resource
requirements and acquire as needed.

d. Work with CIO and OIMT to coordinate application
development requirements and efforts with agencies.

e. Work with CIO and OIMT to make data more accessible to
agencies (e.g., data mart), such that they will be

empowered to retrieve data on their own.

Past Year Accomplishments
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Progress stalled somewhat from previous year. Focus
became keeping the important systems running. Staff took
on a few small development projects and completed them

" successfully. Significant staff time was needed to make the

programming modifications for payroll etc. to reflect the
financial actions decided upon by State’s leaders.

Training was limited to only no-cost training; therefore,
most training was self-initiated, gleaned from industry trade
journals or provided through State Civil Defense.

More advanced and diverse training is being researched and
pursued. particularly as an online per-seat train on your
time effort.

Continued Quarterly Customer Service Reports for all
departments. These customer-focused reports detailed
departmental resource utilization and provided current
technology implementation information.

One Year

Work with CIO and OIMT to create activities to document
work activities to assure transfer of institutional knowledge
as staff left or retired.

Work with CIO and OIMT to pursue necessary personnel
actions such as filling vacancies and redescribing positions.

Work with CIO and OIMT to acquire tools including
computer software and reference books or services.

Work with CIO and OIMT to continue to provide added
value maintenance services to our customers.

Work with CIO and OIMT to create pilot projects on
development of new applications to gain expertise in new
technologies.

Work with CIO and OIMT to retrofit existing systems to
extend their lives, improve usability, and reduce
maintenance requirements.
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4, Two Years

Work with CIO and OIMT and agencies in determining
which systems would be advantageous for the State to
develop. Begin the development process.

Work with CIO and OIMT to determine the amount of
professional services that would be required for the selected
projects.

Work with CIO and OIMT to continue to provide agencies
with professional IT services.

Work with CIO and OIMT to continue to develop the
State’s SOA environment.

Work with CIO and OIMT to continue to retrofit existing
systems.

5. Five Years — Work with CIO and OIMT to continue to provide
staff with refresher training to remain current with changing
technologies, standards, and methodologies. To be effective, as
alternatives to private consultants, their knowledge and skill levels
need to be kept near that of private consultants.

G. Objective/Policy #7 - Work with CIO and OIMT to expand and support
the State’s telecommunications infrastructure to enable secure
connectivity from State offices to host computers for the State’s
application systems, and provide operational support of the State’s radio
communication systems.

1. Required Actions

a.

Ensure support to continue the operation and maintenance
of the Hawai‘i Wide Area Integrated Information Access
Network (HAWAIIAN).

Expand the use and enhance reliability and survivability of
the NGN.

Expand network connectivity to State offices and
workstations.
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d. Enhance and expand video capabilities for intrastate,
interstate, and international communications.

e. Expand and enhance telephone services.

f. Provide a survivable, fault tolerant backbone for land
mobile radio interconnection based on the HAWAIIAN.

g Hire additional staff to support the statewide radio
communications system that provides services, and
supports the State’s communication needs for public safety,
emergency services, natural resource protection, and others.

2. Past Year Accomplishments
a. Increased bandwidth between NGN core switches.
b. Deployed security information management system

capability to user departments.

c. Anuenue I0C (Initial Operating Condition) was achieved
and publicly announced September 30, 2008. Pursuing
development of the Rescue21 program with the United
States Coast Guard.

d. Migrated core network systems to a multi protocol layered
system (MPLS) to provide a foundation for reducing costs
by replacing distinct network configurations with shared
bandwidth technology.

e. Proposals for State telephone system and long distance
were awarded.

f. Provided an alternate route over the ICSD HAWAIIAN
microwave for State Civil Defense’s Round Top to
Diamond Head payload.

g. Video Conferencing — Developed a partnering agreement
with the Department of Land and Natural resources to
expand Video Conferencing capability by 75%.

h. Partnered with user departments and agencies across the
State and with Hawaiian Telecom to develop an easier to
use Telecom Request Form which can now be
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electronically filled and saved, greatly speeding ordering
time.

i. SOHEM consolidated messaging - Implemented optional
BlackBerry and iPhone support for email accounts residing
on ICSD Domino Servers. Provided guidance to agencies
in upgrading their messaging software. Reduced out-of-
office notification period from six to two hours. Expanded
anti-SPAM and anti-virus protection for all @hawaii.gov
clients. Installed new statewide e-mail relay servers
enabling agencies to mail enable their application
processes.

3. One Year

a. Work with CIO and OIMT to continue to monitor the
performance, functionality, and security of NGN. Make
necessary adjustments to enhance its operation and meet
requirements as they evolve.

b. Work with CIO and OIMT to continue to work with the
counties to expand their connectivity to NGN to facilitate
access to shared applications and services by State and
county agencies.

c. Work with CIO and OIMT to continue working on
development and construction of microwave sites for
Anuenue System upgrade.

d. Work with CIO and OIMT to continue to seek and upgrade
network monitoring capabilities for NGN and
HAWAIIAN.

e. Work with CIO and OIMT to continue to enhance the
network to provide greater reliability, security, and
services.

f. Work with CIO and OIMT to continue maintenance of
HAWAIIAN microwave sites, including structural and
equipment repairs, upgrades, and enhancements.

g. Work with CIO and OIMT to continue to evaluate
alternatives for a statewide radio communications system
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for State agencies. Develop requirements for these
alternatives.

h. Installation of a new generator at the Round Top

microwave radio facility.
4. Two Years

a. Work with CIO and OIMT to continue establishing
connectivity to NGN from State agencies and other
government jurisdictions.

b. Work with CIO and OIMT to continue evaluating
alternative ISP connections.

C. Work with CIO and OIMT to study and design of
interoperability solution for public safety and emergency
response radio systems.

d. Participant in initiatives to implement Broadband capability

throughout the State.

5. Five Years - Work with CIO and OIMT to continue support,
connectivity, and enhancement of the NGN depending on
requirements and funding.

H. Objective/Policy #8 - Work with CIO and OIMT to improve the use of
Internet technologies for sharing information with the public, government
agencies, and private sector. Develop and implement better content
management practices to improve the quality of the information being

shared.

1. Required Actions

a.

Work with CIO and OIMT to develop and implement new
Internet technologies, tools, and methods to improve access
to public information, and facilitate the State’s
communications with the citizenry, business, and other
government jurisdictions.

Work with CIO and OIMT to continue to work and
collaborate with the State’s Internet Portal contractor to add
more State e-commerce services for the public to access
over the Internet.
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2. Past Year Accomplishments
a. Created a new look for the Office of the Governor website.

b. Redesigned and upgraded the websites for the State
Procurement Office.

c. Continued to provide technical training and mentoring for
support staff.

d. Issued the Accessibility Policy and audited websites for
compliance.

e. Developed Social Media usage policy with cooperation of

the Attorney General’s Office.
3. One Year

a. Work with CIO and OIMT to implement and migrate to
server equipment acquired to increase the storage capacity
of the State’s web servers to accommodate more public
information.

b. Work with CIO and OIMT to provide technical training
and mentoring for support staff to enable them to further
develop the quality and content of the State’s websites.
Continue to work towards compliance with guidelines on
access by the disabled.

4. Two Years — Monitor usage and make improvements and
adjustments as needed.

5. Five Years — Monitor usage and make improvements and
adjustments as needed.

L Objective/Policy #9 - Work with CIO and OIMT to accommodate changes
in State Data Center technologies, practices, and workload growth, while
maintaining reliability, cost-effectiveness, and efficiency.

1. Required Actions

a. Work with CIO and OIMT to implement a Business
Continuity Plan for the Division.
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Work with CIO and OIMT to expand network monitoring
and support coverage to 24 hours per day, seven days a
week, including holidays.

Work with CIO and OIMT to expand the automation of
computer and network operation and management.

Work with CIO and OIMT to plan and implement
alternative technologies for producing computer output
reducing paper consumption.

Work with CIO and OIMT to plan and implement on-line
production documentation.

Work with CIO and OIMT to lead user agencies in
developing, implementing, and testing a statewide IT
business continuity plan.

Work with CIO and OIMT to expand network monitoring
to all networks in State government.

Work with CIO and OIMT to initiate discussions with
various Executive Branch agencies to adopt business
process re-engineering methods to streamline and increase
efficiency to their operations while eliminating manual
processes that require human interventions for the Data
Center staff.

Work with CIO and OIMT on plan to reduce and
eventually eliminate batch data entry operations.

Work with CIO and OIMT to initiate discussions with
various program offices to convert current check printing
operations to adopt electronic means of financial
transactions.

2 Past Year Accomplishments

a.

Finalized the elimination of antiquated microfilm and
microfiche technologies.
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b. Converted magnetic media input files to electronic File
Transfer Protocols (FTP) increasing efficiency, accuracy,
reliability and security.

One Year

a. Work with CIO and OIMT to continue working on the
project to migrate computer output from printed to
electronic media, and enabling secured on-line access to the
repository.

b. Work with CIO and OIMT to continue working on the plan
to provide expanded network monitoring services to
departmental networks in the State.

c. Work with CIO and OIMT to continue updating position
descriptions, recruiting, and filling positions within the
Productions Services Branch. The recently approved
reorganization will enable the Division to better support the
disaster recovery and front-line server support functions.

d. Work with CIO and OIMT to continue to migrate LAN and
server backups to a common backup solution, TSM (Tivoli
Storage Manager).

Two Years

a. Work with CIO and OIMT to continue to lead user
agencies in developing, implementing, and testing a
statewide IT data center disaster recovery and business
continuity plans.

b. Work with CIO and OIMT to continue work in developing,
implementing, and testing a statewide IT data center
disaster recovery and business continuity plan with other
user agencies.

Five Years - Work with CIO and OIMT to continue evaluation of
State requirements, and centralized operations for information
processing, telecommunications services, and IT support.
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L.

Performance Measures

A. Customer Satisfaction Measure — Work with CIO and OIMT to measure
services based on using agreed upon metrics provided by customers.
Evaluate service level agreements, MOU’s and MOA'’s to ascertain
adherence and to determine areas for improvement.

B. Cost Effectiveness Measure — Work with CIO and OIMT to determine
how annual costs will be monitored as necessary.

Availability Reporting — a Root Cause Analysis Report and a corresponding
Corrective Action Plan will be created for outages impacting customers with sign
off by the impacted customer prior to closure.
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Program ID/Title: AGS-203/State Risk Management and Insurance
Administration

Contact person/phone: Julie A. Ugalde/586-0550

I Goal

III.

The program will endeavor to protect the State against catastrophic losses and to
minimize total cost of risk. The result will ensure losses of the State are
controlled and financed on a well-coordinated basis.

Objectives and Policies

A.

Identify and analyze the State’s loss exposures to determine risks that should
be self-insured versus commercially insured and purchase applicable
Statewide property, liability, and crime insurance policies at cost effective
terms.

Coordinate loss control and cost containment activities to minimize accidental
and fortuitous losses.

Settle informal tort claims (up to $10,000), adjust automobile claims and
property losses fairly and promptly.

Manage a revolving fund to assure the availability of funds for the purchase
of insurance policies, and payment of self-insured and insured losses and
other risk management service.

Operate and maintain a risk management information system with current
information to identify and analyze loss exposures to determine frequency
and severity of losses, to forecast losses, and to determine the most
economical method of financing losses.

Action Plan with Timetable

A.

Identify and analyze the State’s loss exposures to determine risks that should
be self-insured versus commercially insured and purchase applicable
Statewide property, liability, and crime insurance policies at cost effective
terms.
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Past Year Accomplishments

1.

Purchased property insurance policies with limits of $225 million per
occurrence, an increase of $50 million from FY 10 limits of $175
million. The premium was $12.3 million, an increase of $2.9 million
from $9.4 million in FY 10. The property loss deductible remained at
$1 million per occurrence. The deductible for the catastrophic losses
(hurricane, earthquake, and flood, including tsunami) remained at 3% of
the value of the building and contents. The excess liability policy was
purchased with increased limits of $15 million per occurrence, a $5
million increase from last year which was $10 million per occurrence.
There was an increase in premium of $204,000, from $1.1 million to
$1.3 million. The self-insured retention remained at $4 million per
occurrence. This coverage includes liability arising from the State owned
dams and the State’s responsibility, such as inspections, for non-owned
dams. The crime insurance policy was purchased with the same limits
as last year, $10 million per occurrence, with a reduction in premium
from $132,268 to $115,802, a savings of $16,466.

The Program utilized fund savings from previous years resulting from
reduced losses paid during FY 10 to purchase increased limits of
coverage of property and excess liability insurance.

Assisted the Department of Transportation ~ Harbors Division in
securing property insurance coverage for their critical piers and wharves
caused by catastrophic events. Infrastructure, such as piers and
wharves, are not covered by the State’s master property insurance
policies.

The property data survey project to identify all State buildings and
determine replacement cost value for the purpose of insurance continues
as an ongoing project. This project remains a critical component in the
marketing of the State’s property insurance program.

Issued 548 Statements of Self-Insurance for various agencies which
facilitated the use of non-State owned facilities or equipment, an increase
from last year of 65, from 483.

Assisted the King Kamehameha Celebration Committee in obtaining
insurance for all the participants in the King Kamehameha Day parade
and events.
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One Year

1. Maintain or improve on prior year’s insurance coverage with increased
limits and more advantageous terms and conditions if it is cost beneficial
and within budget constraints.

2. Evaluate the performance of the statewide insurance broker and
determine whether to extend an additional 12 months period on the
current Request for Proposal (RFP) or issue a new RFP.

3. Continue property data surveys for the valuation of the State’s physical
assets, such as buildings and contents.

4. Review and update the standard minimum insurance limits for general
liability and automobile insurance for State contracts.

Two Years

Continue the One Year goals and objectives.

Five Years

Continue the One Year goals and objectives.

B. Coordinate loss control and cost containment activities to minimize accidental

and fortuitous losses.
Past Year Accomplishments

1. Conducted three (3) training sessions:
a) Two (2) in conjunction with the State’s insurance broker for
training on insurance for requirements for contracts, SPO 150.
b) One (1) training session for the departmental risk management
coordinators insurance and claims.

2. Continued the quarterly reports, implemented in FY 08, that assist the
departments in managing their risks by making them aware of the losses
and trends of concern. These reports provide an overview of how the
departments are performing and provide loss control suggestions. The
two quarterly reports issued are:

¢) Summary of the department’s claim and loss transactions for the
quarter and year-to-date in comparison with the prior fiscal year.
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This report is sent to the Department head along with a cover
memo outlining any significant trends.

d) Report on the details of the claims received, pending and closed
during the quarter, along with a copy of the summary is sent to
the departmental risk management coordinators.

One Year

1.

5.

Conduct loss prevention surveys of State facilities such as airports,
schools, convention center, hospitals and other public facilities on a two
to three year cycle.

Develop additional deductibles for preventable or recurring types of
losses, such as automobile accidents involving reversing, colliding into a
parked vehicle, and carelessness which causes loss or damage to
property (including vehicles). This deductible was established in FY 11
to be effective FY 12 for $500 per preventable loss for State vehicle
damages. The Program has a $5,000 deductible for preventable
property losses arising from theft or loss, Comptroller Memorandum
2007-10.

Continue training sessions for SPO and departmental risk management
coordinators covering the following subject areas: insurance
requirements for contracts, loss control, and claims processing.
Consider placing all training information on the Risk Management web
site or utilizing webinars.

Continue the Risk Management newsletters that were suspended in 2009
due to staff shortage.

Update the Risk Management web site.

Two Years

Continue the One Year goals and objectives.

Five Years

Continue the One Year goals and objectives.

Settle informal tort claims (up to $10,000); adjust automobile claims and
property losses fairly and promptly.
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Past Year Accomplishment

1.

The program received 571 tort claims in FY 11, a decrease from FY 10
(583), and received 165 pothole claims (included in the tort total), an
increase from FY 10 (133). The program resolved 537 tort claims in FY
11, a decrease from FY 10 (599), and resolved 52 pothole claims
(included in the total tort claims), a decrease from FY 10 (134). The
number of pending tort claims for FY 11 was 192, an increase from

FY 10 (139), and pending pothole claims (included in the tort total) was
39, an increase from FY 10 (26). The Program assisted the Department
of the Attorney General in the reporting of a ten (10) potentially
significant bodily injury cases to the excess liability insurance company.
These cases may result in the insurance company participating in
settlements.

The program received 315 claims from auto accidents in FY 11, a
decrease from FY 10 (351). There were 374 claims resolved in FY 11, a
decrease from FY 10 (417). The number of pending claims for FY 11
was 92, an increase from FY 10 (86).

The program received 86 property claims in FY 11, an increase from
FY 10 (67), and resolved 76 in FY 11, a decrease from FY 10 (97).
The number of pending claims in FY 11 was 56, an increase FY 10
(45).

In FY 10, the program assisted the settlement of property claims
resulting in obtaining insurance proceeds and recovered restitution for
various losses:
a. Property losses resulting in the receipt of insurance proceeds for
the departments totaling $1,390,388 (FY 10 - $4,582,466):
1. Earthquake claims
i. DLNR - $1,388,782 (Hulihee Palace)
ii.h. DOH- $ 1,606
b. Recovered restitution for various claims paid by the Program
totaling $19,080.64.
c. Assisted a public charter school in the recovery of $15,575 for
damages to computers caused by a contractor.
d. Monitored and received final settlement from the insurance
brokerage anti-trust litigation initiated by the New York
insurance commissioner in June 2007, $26,500.
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The Program continued processing claim payments by the automated
interfaces between the Program’s claims management system, Financial
Management System (FMS), and Financial and Management Information
System (FAMIS). This had reduced the data entry time to one-fourth by
eliminating double data entry by clerks in the Program and
Administrative Services Office. The average processing time was
reduced by five (5) to seven (7) days.

One Year

1.

Update the Risk Management Manual that had been published in 1992
and/or place information on the Risk Management web site.

Continue to process all claims minimizing the cost of processing claims
without compromising quality and productivity.

Review and update the program’s procedures.

Complete the integration of the risk management claims information
into a program offered by the statewide insurance broker. If feasible, it
will reduce DAGS’ personnel time in the maintenance of the program,
as well as providing more options, such as a notes page, property
inventory for insurance purposes program, etc., to the Risk
Management staff.

Workshops to train departmental risk management coordinators in the
procedures for handling claims to ensure claims are investigated and
processed properly will continue to be conducted during FY 12 with the
assistance of the insurance broker. Annual informal training will
continue as changes occur or new coordinators are added. In addition,
information will be placed on the web. Consider webinar training.

Two Years

Continue Year One goals and objectives.

Five Years

Continue One and Two Years goals and objectives.

D. Manage a revolving fund to assure the availability of funds for the purchase of
insurance policies, and payment of self-insured and insured losses and other risk
management service.




































































































































































































































FORMAL EDUCATION

AGS 807 School Repair and Maintenance-Neighbor Island Districts



































































































