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ACT 185

THE SENATE o " _ 2290
Testmaeeeess S.B.NO. g2
‘ : ‘ . .(:q 1
A BILL FOR AN ACT
- - s
RELATING TO PROTECTIéN FROM SECUVRITY'BREACHES. po

JRILO

BE IT ENACTED BY THE LEGIS_LATU‘RE OF THE STATE OF HAWAII:

SECTION 1. Tﬁe privacy'and_finangialfsecurity of
individuals is increasingly at risk due to the widespread
collection of personal information by the ﬁrivate sector and
government agencies. Numerous sources include. personal
information that forms the sour&é'mateiiél'for identity fhieves.

Identity theft is one'of_thé_fastest growing crimes
committed throughéut-the United_Stétes,'including Hawéii.
Criminals who steal perscnal information, such as social
éecurity nqmbers, use the information fo open .credit card
accounts, write bad checks, buy éafs, aﬁd commit other financial
crimes wiéh other people's identities.

The purpose of this Act is to alleviate the growing plague
of identity theft by requiring businessesland government
agencies tﬁat maintain recqtds cbntainihg resident indiﬁiduals'
personal information to notify an”individual whenever the
individual's persocnal info;ﬁatidn_hés been compronmised by

unauthorized disclosure.
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SECTION 2. The Hawaii Reviséd.Stétufes:ié aménded-by
adding to title 26 a new chapter torbe appropfiately designated
and to read as follows: |

"CHAPTER
NOTIFICATION OF sﬁcunxé: BREACHES

§ -1 Definitions. "As uSéd in this qhapter, unless the
context otherwise requires: | |

"Business"” meang_a sole proprie#orship, parthérship,
éorporatiop, associaiion, or other group;'h§wever organized, and
whether or not orgaﬁized to.operate.ét a profit. Thé term
incliudes a fipancial institution organized; chértefed, or
holding a license or authorizatibncertificate under the laws of
the State, any oﬁher state, the u§;5gdugt§;§§, or any other
country, or the parent or the subsidiary of any such‘fiﬁancial
institﬁtion. The term also_includes_an.entity whose bpsiness is
records destrﬁction. |

"Encryption® means the use of an algorithmic process to
transform data into a form in which the“daté is'reﬁderédr
unreadable or unusable witﬁout the ﬁse‘df a éonfidential process

or‘key.
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"Government agency":means aﬁy departiment, diviéion, board,
commission, public corporation, or other agéncy or .
instrumentality of the State o£ of'any couﬁty.

"Personal infqrmation"‘means an indiﬁidua;'s first name orx
first initial and last name in cqﬁbination with any one or mbre
of the following data elements, ﬁhén either the name or the data
elements are not gncrypted: o

{1} Social_security numbe#;

(2) Driver's‘liéense numbe;'o? ngaié'iaéntification.card

humbér; o¥

(5) Account number, credit dr debit card number, access

cpdé, or password that would permit éccéss to an
individual's financiéi_account,
"Personal information"-does.not‘include publicly availabie
information that is lawfuliy made"a%ailable to the general
publié from federal, stqte,‘or 1ocai.government records.

"Records" means any maﬁerial on which‘written; drawn,
spoken, visual, or-elebtromagne;ic information is recorded or
preserved, regardless of physicalAfbrﬁ or charaéte;istics.

"Redacted” means the rendering bf~daté SO‘that it is

unreadable or is truncated so that no more than thé last four
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digits of the ideﬁtificatioq numbefré;e'gccessible as part of
the data. | | | |

"Security breach" means an ihcidént of unauthorized access
to and‘acquisition of unencrypfed or unredacted records or data
containing personal information:where illegal use of the
personal information hés occurred, or is reasohably'likeiy to -
occur and that creates a risk oﬁ ha&m tq a person. Any incident
of unauthorized accgés to and achisition éf endrypted records
or data containing peisonal informationfaibng,with'the
confidential process ér kéy constituﬁés a security Bréach. Good
faith acquisition of.personal information by an employee or
agent of the business for a legitiméte purpose is not a security
breach:; provided that the personal.information'is not used for a
purpose other than a lawful purpose of‘thé Eusinessrand s not
subject to further unauthorized aisclosure)

§ -2 ﬂotiée of secu#ity breach. {éi Any.busiﬁess that
owns or licenses personal information of residents of Hawaii,
ény business that-conducts business:ianwaii'that OwWns or
1icens¢s pérsonal information iﬁ'ahy form (whether computerized,
paper, or otherwise), or any govefnment agency that collects
personal information foi specific_governmént purposes shall

provide notice to the:affected person_thaf theré has been a

2006-2929 SB22%0 CDl1 SMA-~3.doc .
T S O it R e



/’"‘\

10
11
12
13
14
15
16
17
18
19
20
21

22

PageS‘ , - S B NO

OTON
Doo
- N

security bréach folloWing discovéry or“nqtificatioﬁ of the
breach. .The disclosufe notification_éﬁali:be méde without
unreasonable delay, consistent with the legitimafe needs of law
enforcement as providgd'in‘subsectioh.(c) of this section, and
consistent with any measures necessary. to determlﬁe sufficient
contact 1nformat10n, determlne the scope of-the breach and
restore the reasonable integrity, security, and confidentiality
of the data system.

{b} Any business located iﬁ'Hawaii or any business that
conducts businessiin Hawaili tha# maintains,gr possesses records
or data containing personal information of residents of Haﬁaii
that the bugipess'does not. own or.liﬁense,.or any government
agency that maintains or posses%es records or dafa.containing
personal informatién'of_residentg;oﬁ_Hayaé;'spail notify the
OWNner or licensee of the ipformation of any secﬁrify breach
immediétely following discoyery of the~5reach; consistent with-
the legitimate needs of law'enforceﬁeﬁt"as provided in
subséction (c}.

(ci The notice reqﬁifed by. this section shall be'delayed
if a law enforcement agency infqrms.the business or gqﬁernment
agency that ndtificatibn may impede,é criminal investigation or

jeopardize national security and requests a delay; provided that
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such regquest is made in writing, or the business or government

agency documents the request contémporaneously in wfiting;

including the name of the law enforcement officer making the

reguest and the officer's law enforcemént agency engaged in the

investigation. The notice required by this section shall be

provided without unreasonable delay aftéragbea;gw enforcement

agency communicates to the business or government agency its

determination

investigation

(d)

The

shall include

(1)

(3)

{4)

(5)

The

The.

the

The

that notice willlno.longer impede the

or jeopardizelnational-sécurity.

notice‘shail be clear:apdeQnSpibhous, The notice
a déscription of the folleowing:

incident in general'ﬁerms} |

type of personal information that was subject to

unauthorized access.and acquisition;

general acts of the business or government agency

to protect the pérsonal-information'from further

unauthorized access;

A telephone number that the person may call for

further information and assistance, if one exists; and

Advice that directs the person to remain vigilant by

reviewing account statements and monitoring free

credit reports.
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For purposes of this section, notice to affected

pérsons'may be provided by one of.ﬁhe following:methods:

(1)

(2)

(4)

Written notice to fhe'last available.address the
business or govérnment agency‘has én‘record;-
Eléétronic ﬁail notice, fo% tho$e persons for whom a
business or govgrnmeﬁﬁ égeﬁcy haé,a'valid electronic

e,

mail address and who have agreeahgé';;éeive
communications eiectronicélly if the notice provided
is consistént with the pro&isioné reqarding electronic
records_aﬁd signatures ﬁor notices legally required to
be in writing sét‘forth.in 15 U.s.C. Section‘?ooi;
Telephonic notice, provided that contact is made
directliy with the‘afféctedfpersons; and

Substituté notice, if the'busiﬁéss or government
agency demonstrates that the cost of providing notice
would excéed $100,000 or thatrthe affected class of
subject persons to be notified exceeds two hundred
thousand, or if the bﬁsiness ﬁr-government agency does
not have sufficient conté§tﬁinf§:matipn or consent to
satisfy paragraph (l},;(2), or (3), for only those
affected personé without sgfficieﬁt contact

infeormation or consent, or if the business or
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governmenf.agency'is unable to identify particular

affected persons; for_qnly those unidentifiable

affected persons. Subétitﬁtéfﬁﬁfiée éhéll consist of
all the following:

(R)” Electronic mail poﬁicé whén‘the business or
g&veinment agencyfhas an_electﬁonic mail address
for the subject pérsons:

(B) Conspicuous posting of the notice on the website
page of the buéiﬁess-ofigovernment agency, if one
is ﬁaintained; and | | |

(C). Notification to ﬁéﬁor sta;ewide~meéia.

{f} 1In the evént a busineés provi@es notice to more than
one thousand persons at one tiﬁe bu:suant fé £his section, the
business shall notify in writiné, withoutrpnreasonable delay,
the étate of Hawaii‘s.office ofl;qg§pm¢r prbtécfion and all
consumer reporting‘agencies that cqmpile and m#intain files on
consumers on a nationt.«rich:;.basis:.r as defined iﬁ 15 U.S5.C. Section
1681la(p), of the timing, distribdtion, and content of the
notice.

(g) The followiﬂg busiﬁes;gs_shall be deemed‘to be.in

compliance with this section:
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{1)' A financial institutién that is Subject to the Federal
Interagenéy-Guidance'on Rgsponsé Prog:amé for
Uhauthorized Aééess té'Consume;*iﬁformation and
Customer Notice publishgd'in the Federal Register on
March 29, 2005 by the Board of Governors oflﬁhe
Federal Reserve System, the Fede;al Deposit Insurance
Corporafion; the foiée of thé.Comptroller of the:
Currency, and the Office éf Thrift Suéervision, 6r
subject to 12 C.F.R. Paft 748, and any revisions,
additions, or subétitdtions réiéting to_éaid
interagéncylguidance;'andJ
(2) Any health plan of healthcare provider thﬁt’is subjéct
to and in compliance with ;he standards for brivacy or
individualiy identifiable'ﬁealth iﬁformation and the
security standa?ds fér the prote;tion of electronic
health information of the H;alth Insurance fortability
and Accountabiliﬁy Act of'1996.
(h) Any waiver of tﬁe-provisiohs'ofAfhis section is
contrary to public policy and is #oid énd upenforcéable.
§ -3 Penalties; civil action. " (a) Any business that"
violates any provision of this chapter shall be subject to

penalties of not more than $2,500 for each violation. The
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attorney general or the executive diré@torjdf the office of
consumer protection may briﬁg aﬁ action pursuant to this
section. No sugﬁ'actiog may be:broughfnagginst:a government
agency. | | N | |

(b) In addition to any pénaityﬁﬁrovided for in subsection
{a), any business that violétes;ahy proﬁision of this chapter
shall be liable ﬁo'the injured party ;n.ah.amoﬁnt equal to the
sum of any actual démages sustained by the injured partyuas ar
result of the violation. fhe court.in,any acﬁion brouéht under

this section may award reasonable attorneys' fees to the

-prevailing party. No.such action may be brought against a

government agency.

{c) The penalties prévided in this section shall be
cumulative to the remedies or pgnalﬁies available under all
other laws of this State. ‘

8§ ~-4 Reporting reQu;remenfs. Aléovernment agency shall
submit a written repcrt to the législature within twenty days
after discovery of alsecurity brgach-at the governmént agency
that details information relating to the.nature of the breach,
the number of individuals'affecteﬁ by_thé Ereach, a copy.of the
notice of security breach that was isSpgd, the_numberlof

individuals to'whom the notice was-sent;.whether‘thé notice was
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delaygd due to law-eﬁforcement_cogsidérat;ons,'and any'
procedures that have been'iﬁplemehted to. prevent the breach from
reoccurring. In fhé event'that'a'iaw enfo;cgﬁeﬁt agency informs
the government agenéy that notif{ca#ioh may'impéde a‘cﬁiminal
investigation or jeopardize natioﬂal_security,hthe rep&rt to the
legislature_méy be delayed until'twenty-days after the law
enforcement agency has determiﬁéd-that notice will no longex
impede fhe'investigétiéh or‘jeopérdizé.nétionél secu;ity:“

SECTION 3. This Act shall take effect_on‘January-l, 2007,

GOVERNOR OF THE.STATE OF HAWAII -
MAY 25 2006

- Approved this day:
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THE SENATE OF THE, S’TATE OF HAWAII

Date: May 2, 2006
Honolulu, Hawaii 96813

We hereby cert1fy that the. foregomg B111 thlS day passed Fmal Reading in the

Senate of the Twenty-third Leglslature of the State of Hawail, Regular Session of 2006.

re t ot the Senate

@m& ? MQ.__,

Clerk of the Senate

THE HOUSE OF REPRESENTATIVES
OF THE STATE OF HAWAII

Date: May 2, 2006
Honoluly, Hawati 96813

We hereby certify that the foregoing Bill this day passed Final Reading in the

House of Representatives of the Twenty-third Legislature of the State ofHawai_i, Regular

AN,

Speaker House of Representatlves

Session of 2006.

~ Clerk, House of Representatives
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