	ICSD-592 RACF/CICS SECURITY ACCESS REQUEST

Instructions


A. When Used

By departmental information security personnel to request the add, change, or delete of user logonids in the RACF security database on the State’s IBM mainframe computer.

B. General

The form is designed to be completed online, downloaded, then emailed to DAGS ICSD SEC, Kalanimoku B-20 at:  icsd.forms.sec@hawaii.gov.  If the form is emailed, it must be emailed from an email account that is clearly recognizable as belonging to the security officer identified in Item #2.  It may also be printed, signed by the security officer, and sent by fax to SEC at 586-2337 or sent to SEC via messenger.  Items #1-10 are required and may not be left blank.  Doing so will cause a request to be returned without action. See instructions in Item #9 for completing Items #11-14.

C.
Form Item Usage

1. Requestor.  The name of the person submitting the request from the department or agency.

2. Security Officer Name, Signature.  The name of the departmental information security officer. If the request is emailed, the signature is not required, however the form must be emailed from an account that is clearly recognizable as belonging to the security officer.  If the Requestor is not the Security Officer, the requestor should email the form to the security officer who then forwards the email to icsd.forms.sec@hawaii.gov.

3. Phone Number.  The phone number and extension of the person identified in Item #1.

4. Date. This is automatically completed with the current date.

5. Department/Division.  The name of the department and division of the person identified in Item #1.

6. System Name.  The name of the application system.  Abbreviations are acceptable.

7. PMS Code. The three character code assigned to the department/division.

8. HOST SYSTEM.  Select the system on which the logonid is to be added or deleted.  If the logonid is to be added or deleted on more than one HOST, use a separate form to select another Host System. 

9. Action.  From the drop down menu, select ADD, CHANGE, or DELETE.  For Add, Items #11-14 are required.  For Change, enter only the Items #11-14 that are changing.  For delete, leave Items #11-14 blank.

10. User ID.  The seven position identification code required to logon to the system.  All logonids must be seven alphabetic characters in length.  Blanks are not allowed.  Format:

a. Position 1:
user agency code (alpha only).

b. Position 2-5:  first 4 characters of the user’s last name.  Specific rules exist for creating user IDs for people with short last names and/or no middle names.  For short last names, follow the last name with the first name and use enough subsequent letters from the first name to fill 5 characters.  For those without middle names, use the next sequential character from the first name. If in doubt contact ICSD Systems Security.

c. Position 6:  first character of the user’s first name.

d. Position 7:  first character of the user’s middle name.

e. Position 8: leave blank.

11. Name.   The first name, middle initials, and last name of the person who will be using the User ID.  If the person does not have a middle name, enter NMI in the MI column.

12. Phone.  The phone number and extension of the person on the same line who is identified in Item #10.

13. Group.  The RACF Group to which the User ID is to be associated.  If unknown, leave blank.

14. OP ID.  This is the CICS Operator ID.  If unknown, leave blank.  

15. Comments.  Enter any notes, comments, remarks, or instructions that will clarify the request.
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16. Processing Notes.  Any comments, remarks, or notes by the person identified in Item #17 that clarify, explain, or document the completion of the Access Request.

17. Completed By.  The name of the ICSD person who added and/or deleted the user Ids.

18. Date Completed.  The date that the person identified in Item #17 completed the request. 
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