	ICSD-591 RACF DATASET PROTECTION REQUEST

Instructions


A. When Used

This form is prepared by the departmental liaison responsible for specifying who may have access to information assets owned or in the custody of a department.  The task of completing this form may be delegated by the departmental liaison.  However, the responsibility remains with the liaison.

B. General 

The form is used to maintain Resource Access Control Facility (RACF) dataset profiles and to specify which RACF Groups are associated with the RACF dataset profile.  Note that items #5-11 appear multiple times.  This is done so that RACF Dataset Protection maintenance for up to three Profiles can be submitted on a single form.  The form is designed to be completed online, downloaded, then emailed to ICSD SEC, Systems Security Section, Kalanimoku B-20 at:  icsd.forms.sec@hawaii.gov.

C. Form Item Usage:

1. Requestor.  The name of the person who submits the RACF Group Maintenance Request. If the form is emailed, the signature is not required. However, the form must be emailed from an email account that is clearly recognizable as belonging to the person identified in Item #1.

2. Department.  The name of the department or agency to which the requestor belongs. 

3. Phone. The full telephone number, including the extension number of the requestor.

4. Date. The current date is automatically selected as the date submitted.  Format: mm/dd/yyyy.

5. RACF Dataset Profile.  The RACF dataset profile that is used to control what RACF Group will have access to datasets. i.e. ‘AXX.*’, ‘AXX.BB.*’, ‘AXX.ZZ.A2A1A1’.

6. UACC.  The Universal Access Code associated with the dataset specified on the same line.  Select one action from the dropdown menu.  None to specify that no access is allowed for the Group specified on the same line.  Read to specify that the Group will be allowed read-only access to the dataset.  Update to specify that the Group will be allowed to read and to modify the contents of the dataset.  Alter to specify that the Group will have full access, and will be able to create, update, and delete the dataset.

7. Owner’s Userid.  The userid of the person responsible for connecting and removing userids from association with the RACF dataset profile specified in item #5.

8. Userid to be Notified.   The userid of the person to be notified when error messages occur.

9. Group Name.  The name of a RACF Group created on form ICSD-590. 
10. Access Level.  Select appropriate access level from the dropdown menu: None, Read, Update, or Alter.  The selected access level is associated with the RACF Group and dataset Profile specified in item #5. 

11. Group Description.  A brief comment to identify the group or describe the purpose of the Group.

12. Requestor Comments.  Any notes/comments/clarification that the Requestor wants to communicate to ICSD Systems Security relating to the RACF Dataset Protection Request.
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13. Completed By.  The name of the ICSD person completing the RACF Protection Request.

14. Date.   The date the request was completed.

15. Processing Notes.  Any remarks or comments that need to be made by the person who completed the request in order to clarify the action taken to complete the request.
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